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I ntroduction

Good Moming. Chairman Sensenbremer, Ranking Member Conyers and Members of
the Committee, it is my pleasure to appear before you today to discuss the USA PATRIOT Act.
Thank you for allowing me the opportunity to discuss the important tools contained in that Ad.
As| have sad many times before M embers and Committees of both houses of Congress, and dl
over the country, when it comes to the USA PATRIOT Act, | believe that the angel isin the
details and that if we engage in conversation and shed daylight on how the Department of Justice
has used the important tools in the Act, more people will come to see that the tools are simple,
constitutional, and just plain sensitle.

The Adminigration is fighting the War againg Terror both at home and abroad using dl
the lawful tools at our disposal. Surviva and successin this struggle demand that the
Department continuously improveits capabilities to protect Americans from a relentless enemy.
The Department will cortinue to seek the assistance of Congressas it buildsa culture of
prevention and ensures tha our government’s resources are dedicated to defending the saf ety
and security of the American people.

I will never forget, as| know the M embers of this Committee will not forget, the
thousands of our fellow citizens that were murdered at the World T rade Center, the Pentagon and
afield in rural Pennsylvania. Nearly four years have passed since that tragic day and, in large
part dueto the tremendous efforts of our federd, state and local law enforcement aswell asthe
Intelligence Community, our country hasbeen spared another attack of that magnitude. But our
success presents a new challenge. How do we bring voice to victimsthat were never murdered,
to family members who have not lost a loved one? How do we explain to Congress and the
American peoplethese “ghog pains?” Thisis the continuing chalenge of law enforcement in
our country. When we arefaced withrisng crime and victimization raes, it iseasy to poirt to
those in need of our protection to justify our requests for tools to protect our citizens. But when
we are successful in our efforts, when our hard work and relentlessness pays off, it becomes
more difficult to convince the people to let us keep those tools.

Mr. Chairman, as a career prosecutor, and now in my role as Deputy Attorney Generd, |
have heard many times the question of when will we next break up aterror cell moments before
implementation of adevagtating plot. But let metell you, as a prosecutor, you don’t want to be
there. You want to catch a terrorist with his hands on the check instead of his hands on the
bomb. You want to be many seps ahead of the devadtating event. The way wedo that is



through preventive and disruptive measures, by using investigative tools to learn asmuch as we
can as quickly as we can and then incapacitating atarget at the right moment. Tools such as
enhanced information sharing mechanisms, roving surveillance, pen registers, requests for the
production of busness records and delayed notification search warrarts allow us to do jud that.

Proactive prosecution of terrorism-related targets on less serious charges is often an
effective method of deterring and disupting potentid terrorist plaming and support activities.
Moreover, guilty pleasto these less serious charges often lead defendants to cooperate and
provide information to the Government information that can lead to the detection of other
terrorismrelated activity.

I’d next like to discuss the material support statutes, which are the cornerstone of our
prosecution efforts  Thefirst material support case to be tried before a jury involved a group of
Hizballah operatives in Charlotte, North Carolinafound to have been involved in amassive
inter-state cigarette smuggling and tax evasion sheme. The investigation uncovered arelated
plot in which some of these defendants were procuring dual -use itemsat theinstructions of
Hizballah leaders in Lebanon. This indictment, which involved RICO and material support
charges, resulted in the conviction of 20 people. The Charlotte prosecution was upheld by the
Fourth Circuit Court of Appeals (United States v. Hammoud, 4" Cir., September 8, 2004;
remanded for resentencing in light of Booker). Since then, “meterial support” charges have been
used againg other cigarette smuggling plotsin Detroit. We have successfully prosecuted a/
Quaeda supporters in Portland and Alexandria, and Hizballah supporters in Detroit and Charlotte.
We have convicted personsinvolved in jikad training activities in Buffao, Seattle, and
Alexandria.

Indeed, prior to the attacksof 9/11, 17 personsin four different judicial districts were
charged with offenses relaing to material support to terrorists and terrorist organizations. Since
then, however, 135peopleinat leas 25 different judicial districts have been charged with
material support-related offenses. Of the 152 people charged both before and since 9/11, 70
have been convicted or pleaded guilty, and many more are sill awaiting trid.

Our prosecution of those who seek to provide material support continues including most
recently aon April 27, 2005, a New Jersey federa jury convicted Hemant Lakhani, a United
Kingdom rational, of atempting to provide material support to terrorists for his role in trying to
sell anantiaircraft missile to amanwhom he believed represerted a terrorist group intent on
shooting down a United States commercid airliner. On April 22, 2005, inthe Eastern Didrict of
Virginia, Zacarias Moussaoui pled guilty to Sx counts of conspiracy, acknowledging hisrolein
assisting al Qaeda. Also on April 22, 2005, a jury convicted Ali Al-Timimi, a spesker and
gpiritual leader in Northern Virginia, in the second phase of the Northern Virginiajihad case
involving agroup of individuals who wereencouraged and counsded by Al-Timimi to go to
Pakistan to receive military training from Lashkar-e-Taiba, which has tiesto the al Qaeda
terrorist network, in order to be able to fight against American troops. Thefirst phase of the
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prosecution involved convictions under the mat erial support datutes; Al-Timimi’ sfirearms
convictionswere predicated, in part, on thematerial support statutes. And there are many more
examplesdue to our continuing efforts to enaure the safety of the American people.

Foreign Intelligence Surveillance Act

The authorities contained in the Foreign Intelligence Surveillance Act (FISA) have been
critica to the Department’ s effortsto combat terrorism. Since September 11, 2001, the volume
of applications to the Foreign I ntelligence Surveillance Court (FI SA Court) has dramaticaly
increased. 1n 2000, 1,012 applications for surveillance or searches were filed under FISA. By
comparison, in 2004 wefiled 1,758 applications; this represents a 74% increase infour years.
Of the 1,758 applications made in 2004, none were denied, athough 94 were modified by the
FISA Court in some substantive way.

In enacting the USA PATRIOT Act and the Intelligence Reform and Terrorism
Prevention Act of 2004, Congress provided the government with toolsthat it has used regularly
and effectively initswar onterrorism. The reformsin those measures affect every sngle
application made by the Department for electronic surveillance or physical searches authorized
under FISA regarding suspected terrorists and have enalded the government to become quicker
and moreflexiblein gathering critical intelligence information on suspected terrorists. Itis
because of the key importance of these toolsto winning the war on terror that the Depart ment
asksyou to reauthorize thosee USA PATRIOT Act provisons scheduled to expire at the end of
thisyear.

For example, section 207 of the USA PATRIOT Act governs the authorized periods for
FISA collection and has been essential to protecting both the national security of the United
Staesand the civil liberties of Americans. It changed the time periodsfor which some
electronic surveillance and physical searches are authorized under FISA, and, in doing 0,
conserved limited resources of both the FBI and the Department’ s Office of Intelligence Policy
and Review (OIPR). Instead of devoting time to the mechanicsof repeatedly renewing HSA
applicationsin certan cases -- which are corsiderable -- those resourcesare now devotedto
other investigative activities aswell asconducting gopropriateoversght of the use of
intelligence collection authoritiesat the FBI and other intelligence agencies A few examplesof
how section 207 has helped the Departmert are set forth below.

Since its inception, FISA has permitted el ectronic surveillance of an individual who isan
agent of foreign power based upon his status as a non-United States person who actsin the
United States as "an officer or employee of aforeign power, or as a member" of an international
terrorist group. As originally enacted, HSA permitted el ectronic surveillance of suchtargetsfor
initial periods of 90 days with extendons for additional periods of up to 90 days based upon
subsequent applications by the government. In addition, FISA originally alowed the
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government to conduct physical searches of any agent of aforeign power (including United
States persons) for initial periods of 45 days, with extensonsfor additional 45-day periods

Section 207 of the USA PATRIOT Act changed the law to permit the government to
conduct electronic surveillance and physical search of certain agents of foreign powers and non-
resident-alien members of international groups for initial periods of 120 days, with extensions
for periods of up to one year. It also alows the government to obtain authorization to conduct
physical searches targeting any agent of a foreign power for periods of up to 90 days. Sedion
207 did not change the time periods applicable for electronic surveillance of United States
persons, which remain at 90 days. By making these time periods for eectronic surveillance and
physcd search equivdent, it has enabled the Department to file streamlined combined dectronic
surveillance and physical search gpplications tha, inthe past, were tried but abandoned astoo
cumbersometo do effectivdy.

Asthe Attorney General testified before the House Judiciary Committee, we edimate
that the amendments in sedtion 207 have saved OIPR approximately 60,000 hours of attorney
timein the processing of FISA applications. Thisfigure does not include the time saved by
agents and attorneys at the FBI. Because of section 207's success the Department has proposed
additional amendments to increase the efficiency of the HSA process. Among these would beto
allow initial coverage of any non-U.S. person agent of a foreign power for 120 days with each
renewal of such authority allowing continued coverage for one year. Had this and other
proposals been included in the USA PATRIOT Act, the Department estimates that an additional
25,000 attorney hours would have beensavedin the interim. Most of these ideas were
specificaly endorsed in the recent report of the bipartisan WMD Commission. The WMD
Commisson agreed that these changes would allow the Department to focus its attention where
it is most needed and to ensure adequate attention is given to cases inplicaing the civil liberties
of Americans. Section 207 is scheduled to sunset at theend of thisyear.

Access to Tangible Things

Section 215 of the USA PATRIOT Act alows the FBI to obtain an order fromthe FISA
Court requesting production of any tang ble thing, such as business records, if the items are
relevant to an ongoing authorized national security investigation, which, in the case of a United
Stat es person, cannot be based solely upon activities protected by the Firss Amendment to the
Congtitution. The Attorney General recently declassified the fact that the FISA Court has issued
35 orders requiring the production of tangible thingsunde section 215 from the eff edtive date of
the Act through March 30th of this year. None of those orderswere issued to librariesand/or
booksellers, and none were for medica or gun records. The provision to date has been used only
to order the production of driver'slicense records, public accommodation records, apart ment
leasing records credit card records, and subscriber information, such as names and addresses for
telephone numbers captured through court-authorized pen regiger devices.
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Similar to a prosecutor in a criminal case issuing a grand jury sulpoena for an item
relevant to his investigation, 0 too can an invedigator obtain an order fromthe FISA Court
requiring production of records or items that are relevant to an investigation to protect against
internationd terrorism or clandedine intelligence activities. Section 215 orders however, are
subject to judicial oversight before they are issued — unlike grand jury subpoenas The FISA
Court must explicitly authorize the use of section 215 to obtain business records before the
government may serve theorder on a recipient. In contrast, grand jury subpoenas are sulject to
judicial review only if they are challenged by the recipient. Section 215 orders are also subject
to asimilar standard as are grand jury subpoenas — a relevance standard.

Section 215 has been criticized by some because it does not exempt libraries and
booksellers The absence of suchan exemption isconsistent with crimnd invegigative pradice.
Prosecutors have adways been able to obtain records from libraries and bookstores through grand
jury subpoenas. Libraries and book sdllers should not become safe havens for terrorists and
spies. Last year, amember of aterrorist group closely affiliated with al Qaeda used Internet
service provided by a public library to communicae with hisconfederates. Furthermore, we
know that spies have used public library computersto do research to further their espionage and
to communicae with their co-conspirators. For example, Brian Regan, aformer TRW employee
working at the National Reconnaissance Office, who was convicted of espionage, extensvely
used computers at five public libraries in Northern Virginia and Maryland to access addresses
for the embassies of certain foreign governments.

Concerns that section 215 allows the government to target Americans because of the
book s they read or websites they visit are migplaced. The provision explicitly prohibitsthe
government from conducting an investigation of a U.S. person based solely upon protected First
Amendment activity. 50 U.S.C. 8§ 1861(a)(2)(B). And, asthe Attorney Generd has made clear,
we haveno interest in thereading habits of ordinary Americans. However, some criticisms of
section 215 have goparently been based on possible ambiguity in the law. The Department has
already dated in litigation that the recipient of a section 215 order may consult with his attorney
and may challenge that order in court. The Department has also stated that the government may
seek, and a court may require, only the production of records that are relevant to a national
security invedigation, a standard similar to the rdevance gandard that applies to grand jury
subpoenasin criminal cases. The text of section 215, however, isnot asclear asit could bein
these respects. The Department, therefore, would support amendmentsto section 215 to clarify
these points. Section 215 also is scheduled to sunse at the end of thisyear.

Theright of arecipient to challenge a production order must, however, be distinguished
from apotentia right of athird party to suppressinformation obtained from the recipient--aright
not normally afforded in criminal proceedings. This, for example, istruein the case of grand
jury subpoenss. See, e.g., United States v. Miller, 425 U.S. 435 (1976) (holding that bank
customer had no ganding to challenge thevalidity of grand jury subpoenasissued to a bank for
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his records). Similarly, a defendant in a ariminal proceeding has no constitutional right to
suppress evidence obtained in a search of someone else’ sproperty, even if that search was
conducted unlawfully. See, e.g., Rakas v. Illinois, 439 U.S. 128 (1978) (passengers in car have
no standing to suppress evidence obtained in alegedly illegal search and seizure of car); see also
Wong Sun v. United States, 371 U.S. 471 (1963) (defendant may not suppress evidence obtained
as aproduct of statement made by co-defendant incident to an unlawful arrest, even though the
evidence was inadmissible againgt co- defendant) ; United States v. Mendoza-Burciaga, 981 F.2d
192 (5th Gir. 1992) (driver of atruck hasstanding to challengea search of the trudk, but a

passenger does not).

While the Department supports the aforementioned clarifying anendments to section
215, the Department is very concerned by proposals currently pending before Congress which
would require the government to show “specific and articulable facts’ that the recor ds sought
through a section 215 order pertain to aforeign power or agent of aforeign power. Such a
requirement would disable the government from using asection 215 order a the early sagesof
an invedigation, which is precisely when such an order is most useful.

Consider, for exanple, a case where aknown terrorist is observed having dinner with an
unknown individud at ahotel. Currently, investigators may use section 215 to obtain the
unknown individual’ s hotel records so that he may be idertified and then investigated further so
that the government may find out if he is also involved in terrorism. It isimportant to remember
that terrorists and spies are generally trained to camouflagetheir dangerous activities and thus
even an innocent conversation or encounter may look benign to an untrained observer. But our
agents must be enabled to, when conducting surveillance, follow up on individuals associating
with known a/ Qaeda operatives. Such a use of section 215, however, would not be permissble
iIf the standard were changed from relevance to one of specific and articulable facts that the
records pertainto a foreign power or agent of a foreign power. Thisis because investigatorsin
this hypothetical do not yet know whether the unknown individual is aterrorist or spy. Indeed,
that isexactly the questionthat investigators are tryingto answer by using section 215.

Pen Register and Trap-and-Trace Devices

Some of the most useful, and lead intrusive, invedigative too savalable to bath
intelligence and law enforcemert investigators are penregigers and trap and trace devices.
These devices record data regar ding incoming and outgoing communications, such as all of the
telephone numbers tha call, or are called by, certain phone numbers associated with a suspected
terrorist or spy. These devices, however, are not used to record the substantive content of the
communications For that reason, the Supreme Court has hdd that there is no Fourth
Amendment protected privacy interest in information acquired from telephone calls by a pen
register. Nevertheless, information obtained by pen registers or trap and trace devices can be
extremely useful in an investigation by revealing the nature and extent of the contacts between a

-6-



subject and his confederates. The data provides important leads for investigators, and may assist
them in building the facts necessary to obtain probable causeto support a full content wireap.

Under chapter 206 of title 18, which has been in place since 1986, if an FBI agent and
prosecutor in a aimnal invedigation of a bank robber or an organized aime figure want to
install and use pen registers or trgp and trace devices, the prosecutor must file an application to
do so with a federd court. The gpplication they must file, however, isexceedingly smple: it
need only specify the identity of the applicant and the law enforcement agency conducting the
investigation, aswell as “a certification by the applicant that the information likely to be
obtained isrelevant to an ongoing aiminal investigation being conducted by that agency.” Such
applications, of course, include other information about the facility that will be targeted and
details about the implementation of the collection, as well as “a statement of the offense to which
the information likely to be obtained . . . relaes,” but chapter 206 does not require an extended
recitation of thefacts of the case

In contrast, prior to the USA PATRIOT Act, inorder for an FBI agent conducting an
intelligence investigation to obtain FISA authority to use the same pen register and trap and trace
device to investigate a spy or aterrorist, the governmert was required to file a complicated
application under titlelV of FISA. Not ony wasthe government’s application reguired to
include “a certification by the applicart that the information likely to be obtaned is relevant to
an ongoing foreign intelligence or international terrorism investigation being conducted by the
Federal Bureau of Investigation under guidelines approved by the Attorney General,” it aso had
to include the following:

information which demonstraes that there is reason to believe that thetelephone line to
which the penregister or trap and trace deviceisto be atached, or the communicaion
instrumert or device to be covered by the penregister or trap and trace device, has been
or is about to be used in comnunication with—

(A) an individual who is engaging or has engaged ininternational terrorism or
clandestine intelligence activities that involve or may involve aviolation of the
criminal laws of the United States or

(B) aforeign power or agent of foragnpower under circumstances gving reason
to believe that the communication concerns or concerned international terrorism
or clandestine intelligence activities that involve or may involve aviolation of the
crimnd laws of the United States.

Thus, the government had to make a much different showing in order obtain a pen
regigter or trap and trace authorization to find out information about a py or aterrorigt thanis
required to obtainthe very sameinformation about a drug dealer or other ordinary crimind.
Sensbly, section 214 of the USA PATRIOT Act smplified the standard that the government
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must meet in order to obtain pen/trap datain national security cases. Now, in order to obtain a
national security pen/trap order, the applicant must certify “that the information likely to be
obtained is foreign intelligence information not concerning a United States person, or isrelevant
to an investigation to protect against international terrorismor clandestine intelligence
activities” Importantly, the law requires that such aninvegigaion of a United States person
may not be conducted solely upon the basis of activities protected by the Firss Amendment to the
Constitution.

Section 214 should not be permitted to expireand return us to the days whenit was nore
difficult to obtain pen/trap authority in important national security cases than in normal criminal
cases. Thisis especialy true whenthe law aready includes provisions that adequately protect
the civil liberties of Americans. | therefore urge you to re-authorize section 214.

Proposals currently before the Congress would raise the standard for obtaining a pen
register or trap and tracedevice— bothinthe aimnal investigative and HSA contexts — from
relevance to “ specific and articulable facts.” Like subpoenas pen registers and trap and trace
devicesare not asintrusive as ot her investigative techniques and often are used as the building
blocks of aninvedigation. Federal courts have held that the Constitution does not even require a
court order for such a device to be irstalled (though federd satute does so reguire) because of
the lowea expectation of privacy that attaches to the numbers dialed to and from a tel ephone.
Imposing a specific and articulable facts sandard on pen registers/trgp and trace devices would
hamper investigations just as imposing such a standard on section 215 orders would.

Information Sharing

During the 1980s, the Departmert operated under a set of largely unwritten rules that
limited to some degree information sharing between intelligence and law enforcement officials.
In 1995, however, the Department established formal procedures that more clearly separated law
enforcemert and intelligence investigations and limited the sharing of information between
intelligence and law enforcement personrel more than thelaw required. The promul gation of
these procedureswas notivated in pat by the concern that the use of FISA authorities would not
be dlowed to continue in particular investigations if criminal prosecution began to overcome
intelligence gathering as an investigation’s primary purpose. To be aure, the procedures were
intended to permit adegree of interaction and information sharing between prosecutors and
intelligence officas, while at the same time ensuring that the FBI would be able to obtain or
continue FISA coverage and later use the fruits of that coverage in a aiminal prosecution. Ove
time, however, coordination and infor mation sharing between intelligence and law enforcement
investigat ors became even more limited in practice than was dlowed in theory under the
Depatment’ sprocedures Due both to confus ons about when sharing was permitted and to a
perception that improper information sharing could end a career, a culture developed within the
Department sharply limiting the exchange of information between intelligence and law
enforcemert officials.



Through enactment of sedtions 203 and 218, the USA PATRIOT Act helped bring down
this“wal” separating intelligence officers from law enforcement agents. 1t not only erased the
perceived statutory impediment to more robust information sharing between intelligence and law
enforcemert personnel, but it also provided the necessary impetus for the removal of the formal
adminigrativerestrictions as well as the informal cutural restrictions oninformation sharing.

The Department’ s efforts to increase coordination and information sharing between
intelligence and law enforcement officers, which were made possible by the USA PATRIOT
Act, have yielded extraordinary dividends by enabling the Departmert to open numerous
criminal investigations, disrupt terrorist plots, bring numerous criminal charges, and convict
numerous individualsin terrorism cases. For example, the removal of the barriers separating
intelligence and law enforcement personnel played an important rolein investigations and
prosecutions of the Portland Seven, Sami Al-Arian, the Virginia Jihad case and numerous ot hers.

Some have voiced the concern that under section 218 of the USA PATRIOT Act the
gover nment may utilize FI SA surveillance when its primary purposeisto investigate and
prosecute crimes unrelated to foreign intelligence. For example, the government, inobtaining a
surveillance orde targeting an agert of a foreign power, may have a significant purpose of
obtaining foreign intelligence information but its primary purpose would be to investigate and
prosecute that agent of a foreign power for a crime unrelated to foreign intelligence, such as tax
fraud. Thisinterpretationof HSA, however, has been clearly rgeded by the HSA Court of
Review, which observed that it would be " an anamolous reading” of section 218. The
manifestation of such a primary purpose, the FISA Court of Review has stated, "would
disqualify an application” under FISA. According to the court, thisis because "the FISA process
cannot be used as a device to investigate wholly unrelated ordinary crimes.” In re Sealed Case,
310 F.3d 717, 736 (FISCR 2002).

Roving Wiretaps

Another important tool provided in the USA PATRIOT Act was provided by section 206,
which dlowsthe FH SA Court to authorize “roving” surveillance of aterrorist or oy. This
“roving” wiretap order attaches to a particular target rather than a particular phone or other
communication facility. Snce 1986, law enforcement has been able to use roving wiretaps to
investigate ordinary crimes, including drug offenses and racketeering. Section 206 smply
authorized the same techniques used to investigate ordinary crimes to be used in national
security invegigaions. Beorethe USA PATRIOT Act, the useof roving wiretapswas not
availabe under FISA. Therefore, each time a suspect changed communication providers,
investigat ors had to return to the FISA Court for anew order just to change the name of the
facility to be monitored and the “specified person’ needed to assist in monitoring the wiretap.
Internationa terrorists and foreign intelligence officers are trained to thwart surveillance by
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changing communication facilities just prior to important meetings or communications. This
provision therefore has put investigat ors in a better position to counter the actions of spies and
terrorists who are trained to thwart surveillance. Thisisatool that we do not use often, but when
we usett, it iscritical. Asof March 30, 2005, it had been used 49 times.

Section 206 al 9 contans important privacy safeguards. Under Section 206, the target of
roving surveillance must be identified or described inthe order. Therefore, section 206 is always
connected to a particular target of surveillance. Evenif the government isnot sure of the actual
identify of the target of the wiretap, FISA nonetheless requires the gover nment to provide “a
description of the target of the electronic surveillance” to the FISA Court prior to obtaining a
roving survelllance order. Under Section 206, furthermore, befor e approving aroving
surveillance order, the FISA Court must find that there is probable cause to believethe target of
the surveillance iseithe a foreign power or anagent of a foreign power, such asaterrorist or a
spy. Thedescription of the target must, therefore, be suffidently detailed for the FISA Court to
find probable cause that the target is either aforeign power or anagent of a foreign power.
Roving surveillance under section 206 also can be ordered only after a FISA Court makes a
finding that the actions of the target of the application may have the effect of thwarting the
surveillance. Moreover, Section 206 in no way altered the FISA minimization procedures that
limit the acquisition, retention, and di ssemination by the government of information or
communications involving United States persons. A number of federa courts, including the
Second, Fifth, and Ninth Circuits, have squarely ruled that “roving” wiretaps are perfectly
consistent with the Fourth Amendment. No court of gopeals has reached a contrary conclusion.

Proposals currently pending before Congress would require the government to know the
“identity” of thetarget in order to obtain aroving wiretap. T hislimitation would be problematic
inthe FI SA context, in which we may be deding with spies and terrorids trained to cloak ther
identities. If the govemment is ableto find adescription of the target auffidently gecific to
alow the FISA Court to find probable cause that the tar get is an agent of aforeign power and
may take action to thwart surveillance, the FI SA Court should be able to authorize roving
surveillance of that target.

Proposals in Congressalso would require that the presence of the target at a particular
telephone be “ascertained” by the person conducting the surveillance before the phone could be
asurveilled. Thisisadricter sandard thanisrequired in the criminal context and would be
impracticable in the FISA context, in which surveillance is usualy done continualy on a
targeted phone and later translated and culled pursuant to minimization procedures. Moreover,
such a requirement would be exceptionally risky in a world where terrorists and spies are trained
extengvdy in counter-surveillance measures.

Nationd Security L etters
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Currently, NSL s, which are similar to administrative subpoenas, areissued for certan
types of documents “relevant” to international terrorism or espionage investigations. Provisions
currently before Congress would amend each existing NSL authority to impose one or more
“specific and articulable facts’ requirements. For each type of record, the gover nment would be
required to show specific and articulabl e facts that the records sought “ pertain to a foreign power
or agent of aforeign power.” Additional specific and articulable facts requirements would be
imposed with respect to other types of information. For example, with respect to telephone
subscriber information, the government would have to show specific and articulabl e facts that
the subscriber’ scommunications devices “have been used” in communication with certain
categories of individuals. These sandards would significantly reduce the useful ness of NSL sfor
the ssamereason tha a haghtened standard of proof would diminish the usefulness of section
215.

Delayed Ndatification Search Warrants

Section 213 of the USA PATRIOT Act brought national uniformity to a court- approved
law enforcement tool that had been in existence for decades and has been relied on by
invedigators and prosecutors in limited but essertial circumstances. While there has been much
discussion about this provision, there remain many misconceptions about this tool. The concept
of rolling back delayed notification search warrants in any manner concerns me and
demonstrates, | believe, a misunderstanding of how our criminal justice sysem works. Approval
to ddlay naotification of asearch warrant is granted only after a federa judge finds reasonable
cause to bdievethat immediate notificaion of execution of a search warrant would bring one of
five enumerated adverse results induding destruction of evidence, witness tampering, or serious
jeopardy to an investigation. It isimportant to remember that judiciad approva for the
underlying search warrant isalso required and remains governed by the proball e cause standard.
Nothing inthe USA PATRIOT Act changed that. Also, notice is aways provided to the target
of the sarch, it is only delayed temporarily.

Section 213, like other provisions of the USA PATRIOT Act, is one tool we use inour
effortsto combat terrorism. Although the Department has used this provison & least 18 timesin
terrorism-related investigations, it istrue that this provison is used more frequently in non-
terrorism contexts, paticularly large sensitive drug investigations as it was for decades before
the USA PATRIOT Act. This should not undermine the fact that it isan important tool to law
enforcement and should not be limited to only the national security cortext. Indeed, the use of
delayed notice search warrantsin non-terrorism cases is corsistert with Congressonal intent —
section 213 was neve limited to terrorism cases. Some opporentsof thistool dso attempt to
hold our agents and prosecutor s professionalism againgt us, by pointing to statistics showing
that federal judges have never denied arequest for a delayed notification search warrant. At the
Depatment of Justice, we have the highest expectaions for our professionals. Every prosecutor
pushes for more than the bare minimum and takes great care to lay out facts and circumgances
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in goplication for a search warrant that meet or exceed the probable cause requiremernt. In
addition, the record reflects the fact that the Department has judiciously sought delayed
notification search warrants as they comprise fewer than 2 in 1000 search warrants issued
nationwide

Some opponents of our useof section 213 woud grike one essential justification for
delayed notices search warrarts, that immediate notice would “ seriously jeopardize an
invedigation” fromthe statute. Thiswould hampea criminal investigations in circumstances
where immediate noticewould cause an adverse effect not otherwi<e listed in the statute For
example, if the“serioudy jeopardize” prong were diminated, notice could not be delayed even if
immediate notice of a search would jeopar dize an ongoing and productive Title [1l wiretap. 1'd
like to highlight one example of where the “seriously jeopardizing an investigation” prong was
the sole “adverse reault” used to request ddayed notice.

In 2004 the Justice Department executed three delayed rnotice searches as part of an
OCDETF investigation of amajor drug trafficking ring that operated in the Western and
Northern Districts of Texas. Theinvedigation laged alittle over a year and employed awide
variety of electronic surveillance techniques such as tracking devices and wiretaps of cell phones
used by the leadership. The original delay approved by the court in this case was for 60 days
The Depatment sought two extensions, one for 60 days and one for 90 days, both of which were
approved.

During the wiretaps, three delayed-notice search warr ants were executed at the
organization'sstash houses. The search warants were based primarily on evidence developed as
aresult of the wiretaps. Pursuant to section 213 of the USA PATRIOT Act, the court allowed
the investigating agency to delay the notifications of these search warrants Without the ability
to delay notification, the Department would have faced two choices: (1) seize the drugs which
would have derted the crimindsto the existence of wiretaps and thereby end our ability to build
a significant case on the leadership or (2) not size the drugs and dlow the organization to
continue to sell them in the community as we continued with the investigation. Because of the
avallability of delayed- notice search warrants, the Department was not forced to make this
choice. Agents seized the drugs, continued thisinvestigation, and listened to incriminating
conversations as the dealers tried to figure out what had happened to their drugs.

On March 16, 2005, a grand jury returned an indictment charging twenty-one individuals
with conspiracy to manufacture, distribute, and possess with intent to distribute more than 50
grams of cocaine base. Nineteen of the defendants, including dl of the leadership, are in
custody. All of the search warrants have been unsealed, and notice has been given in all cases.

In addition, certain proposas currently before Congress would limit the discretion of a

federal judge in granting the initial periods of delay other than seven days It would allow
extensions in 21-day increments, but only if the Attorney General, DAG, or Associate Attorney
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General personally approved the goplicaion for an extension. Requiring the government to go
back to court after seven days — even where the court would have found alonger period of delay
reasonable under the circumgances —would unduly burden law enforcement and judicial
resources. And athough the provision for a 21-day extension period is better than the 7-day
period previoudy suggested by critics requiring pasond approvd by the AG, DAG, or
Asociate would be impractica and unnecessarily burdensome. Currently, the length of dday is
decided on a case-by-case bags by a federal judge familiar with the facts of a particular
investigation. The Department believesthat this system has worked well and should not be
replaced by a one-size-fits-all statutory time limit.

Allegations of Abuse

In addition, the Department of Justice remains very concerned about any allegations of
abuse of the toolsprovided in the USA PATRIOT Act. | am pleased that the Congresstakes its
oversight role serioudy and has been attempting to address any relevant allegations. As
Congress decides the fate of the tools contained inthe Act, | hope that it does so in athoughtful
manner and inresponse to real concerns not as a reaction to basel ess allegations.

Recently, Senator Dianne Feinstein shared with the Department of Justice
correspondence from the American Civil Liberties Union (ACLU). That correspondence was in
response to her request for informetion regarding alleged “abuses” of the USA PATRIOT Act.
Senator Feinsteinrequested that the Department review these allegations. Our review
demonstrated tha each matter cited by the ACLU dther did not, in fact, involve the USA
PATRIOT Act, or was an entirdy appropriate use of the Act.

For example, the ACLU’s letter alleged that the “ Patriot Act [was used] to secretly search
the home of Brandon Mayfield, a Muslim attorney whom the governmert wrongly suspected,
accused and detained as a perpetrator of the Madrid train bomhings.” Mr. Mayfield’s home was
searched with the approval of afederal judge becausethe available information, including an
erroneous finger-print match, gave investigators probable cause to believe that he was involved
inthe terrorist bomhings in Madrid - - the searchwas not on account of any new authority
created by the USA PATRIOT Act or any abuse of the Act.

The ACLU' sdlegation regarding Mr. Mayfield seems to be based in part on the

mistaken idea that the search of Mr. Mayfield’s home was conducted pursuant to section 213 of
the USA PATRIOT Act. That isnot correct. The search was conducted pursuant to the Foreign
Intelligence Survellance Act under an authority that has exiged inthe FISA statute since 199%.
Because the search was conducted under a FISA Court order, some of the USA PATRIOT Act
provisionsthat amended FISA or relate to intelligence investigations may have been implicated
or “used” in some sense of that word. That does not in any way mean that these USA PATRIOT
Act provisions were misused. The Department would be happy to shareother information from
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our letter to Senator Feinsteinwith the Committee.

Moreover, last month, the Department of Justice’ s Inspector General, Glenn A. Fine,
testified before the Subcommitteeon Crime, Terrorism and Homdand Security about section
1001 of the USA PATRIOT Act, which directs his office to undertake a series of actions related
to complaints of civil rights or civil liberties violations allegedly committed by DOJ enmployees.
In histestimony, Mr. Fine noted tha, with the exception of the Brandon M ayfield case, nore of
the dlegations received by his office dleging misconduct by aDepatment employee rd aed to
use of aprovigon of Patriot Act. That isa ggnificant finding.

Conduson

Mr. Chairman, I’ d like to say a final word about congressional oversight and my concern
that Congress, while reauthorizing the USA PATRIOT Act, may seek to indude new sunsets. In
jud the last few weeks, the Attorney General and | have me with dozens of Members of
Congress to discuss these important tools. 1n addition, the Attorney General has appeared three
times to testify. Moreover, 32 Department of Justice withesses have appeared at 17
Congressional hearings which have explored in depth the various tools contained in the USA
PATRIOT Act. All of this activity isbecause Congress is rightly engaging in its critical role to
conduct appropriate oversight. But sunsets are not required to conduct oversight. Congress
maintains its author ity and responsibility to conduct oversight, to ask questions, to demand
answers, even without sunsets. My concernisthat sunsetson these important tools might inhibit
the culture of information sharing that we are trying to foster. Rather than encouraging and
empowering our agents and prosecutors to rdy upon these new tools, we send a message that a
particular provison may only be temporary and chill development of the culture of information
sharing. Aslong as congressional oveasight remains robug, which | am convinced it will, there
is no need for sunsets.

Mr. Chairman, again, thank you for the opportunity to appear before you today and

thanks to you and all your colleagues for providing us with the important tools of the USA
PATRIOT Act. | would now be hgopy to answer any questions
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